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A. USB Portable Storage Device (PSD) Encryption Procedure

After installing McAfee Endpoint Encryption software to your Windows PC, you can

perform encryption to the USB PSD.

) For encrypting a USB PSD for a Mac PC user, please ensure the USB PSD
is using FAT32 file system. If not, you can re-format the USB PSD again.
. MY USB (E) Properties > Format MY USB (E) )4
M Encryption Sharing ReadyBoost Customize Capacity:
General Tools Hardware [ 7.24 GB o
File system
j‘ FAT32 (Default) w
Type: UUSB Drive NTFS
FAT32 (Default
v (R ——
B used space: 4,006 bytes  4.00 KB
Free space: 7,758,376,960 bytes 7.22 GB Restore device defaults
Capacity: 7,758,381,056 bytes  7.22 GB
Volume label
| My USB
Format options
Drive E: [] Quick Format
) When the USB PSD is inserted into the computer, you will see the pop-up

message.

McAfee File and Removable Media Protection

o You have inserted an unprotected device into the computer.

All unencrypted devices will be read only until encrypted by

initializing with FRP.

Do you want to encrypt this device?

= w
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) Click “Yes” to continue the encryption process.
Or click “No” to stop the encryption process. The USB PSD will become
read only because the PC will not allow writing any data to an
unencrypted USB PSD.

NOTE:

1. Initializing a USB PSD by the DLP software with data is not
recommended. Data stored on USB PSD before DLP software
initialization will not be protected. If your USB PSD inserted

contains data, click “No” to quit.

2. DLP encrypted USB PSD is supported on Mac OS X of the following

versions

* High Sierra 10.13.x
* Sierra 10.12.x

* El Capitan 10.11.x
*  Yosemite 10.10.x
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Enter “Volume label”, size of the Encrypted Area and password for the device. The

maximum length of characters allowed for volume label is 11 characters.

The size of encrypted area should be the free space available less 0.05GB.
For example, if the free space shown is 7.45GB, the size of Encrypted Area
to be entered should be 7.40GB.

@ Initialize Removable Media *
Drives | MY USB (E:)
72208
-
MY USB (E)
Volume |abel: | MY USB |
Encrypted Area
Enter Size of Encrypted Area: 237 GB
Used Space: 0.00 GB
Free Space: 7.22 GB
Authentication
Password Credential
Password: | ssssssssse |
Conﬂrm: | assssBseee |
Certificate (auto unlock)
Encryption key (auto unlock)
Fhitalze | Close

Note:
1. Suggested format of the volume label of the encrypted USB PSD
* DDDMMMUUXNN
* DDD: Department/Office/Work Unit code
*  MMM: Machine code
* UU: User code
* X:Usage
* NN: Number
The suggestion is for ease to differentiate the USB PSD, password recovery

and use of password

* Guideline for volume name of USB PSD
— Own use : For personal use only
— Group use : For private group use only

— Public use : For public group use
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— Example : ITSSTKILOO1
The USB PSD is encrypted by machine “STK” and for John Lam’s own

use in “ITS” department.

V) Click “Initialize” and wait until the encryption is completed.

@ Initialize Removable Media

MY USB (E:)
7.22GB

-

MY USB (E)
Volume label: | MY LS8

Encrypted Area

Enter Size of Encrypted Area: 747 GB

Used Space: 0.00 GB

Free Space: 722 GB

Authentication
Password Credential
Password: ssssessene
ssscsesseee

Confirm:

Certificate (auto unlock)

Encryption key (auto unlock)

Creating new volume...
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V) Click “Yes” to continue and complete the initialization.
@ Initialize Removable Media X
Drives G Drive is encrypted by FRP
R
MY USB (E)

Volume label: MY USB

Encrypted Area
Enter Size of Encrypted Area: 7.17 GB

_ Used Space: 0.00  GB

McAfee Removable Media Protection X 722 @B

0 Initialization is complete

Vi) The USB PSD is encrypted now and ready for read/write access.

~ Devices and drives (3)

0s () Data (D)

[ I | I
W™ 501 GB free of 136 GB W 507 GB free 0f 923 GB

MY USB (E2)

|
¥ 71568 free 0 7.1568
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B. Encrypted USB PSD Access Procedure

1. On the computer you perform encryption to the USB PSD (in the same
login profile)

) Insert the encrypted USB PSD into the computer.
) You can access the files inside USB PSD without password authentication.

2. On another PC with DLP data encryption software installed or on the
computer you perform encryption to the USB PSD (but in different
login profile)

) Insert the encrypted USB PSD into the computer.

1)) Type the password in the pop-up message box.

McAfee File and Removable Media Protection - Removable Media

™ McAfee

An Intel Company

Authentication required for volume MY USB (E:)

Password: | |

OK Cancel Forgotten Password

V) If no pop-up message appears because the “auto-run” feature is disabled
for USB device for your computer, run “MfeEERM.exe” manually from the
USB PSD.

1.@ MfeEERM.exe #
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V)

1)

1)

You can then access the files as usual.

=l ME~] Drive Tools MY USB (E)
Home Share View Manage
b 4 J & € X
Pinto Quick Copy Paste -
access [ P
clipboard Organize
« v 1 e > MYUSB(E)
{1 Demo

v 3 Quick access
Unprotected Files

|Z Documents B Demoxt
3 Downloads g
=i Pictures &

2019

2019-05-31

UAT

UserGuide
> 4@ OneDrive
> = This PC

v o MYUSB(E)
& Demo

Unprotected Files

> u¥ Network

3items

Delete Rename

— O X
' -8 i - T -
T New item 54 Oper FH select all
ok |\/
1 ] Easy access ~ Edit Select hone
New Properties
folder 3 I History & nvert selection
New Open Select
v/ | Search MY USB (E: ad
=

On a computer without DLP data encryption software (Windows
platforms and Mac OS X systems)

Insert the encrypted USB PSD into the computer.

Run “MfeEERM.exe” manually from the USB portable storage device.

ll.@ MfeEERM.exe #

Type the password in the pop-up message box.

McAfee File and Removable Media Protection - Removable Media

W McAfee

An Intel Company

Authentication required for volume MY USB (E:)

Password: { eescccecee

Eofgot'oen Password
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V) You can use the McAfee Endpoint Encryption Software to drag and drop
files to and from USB PSD.

@) McAfee Endpoint Encryption for Removable Media - olEd
File Edit View Tools Help McAfee®
ek @ ¥ Search |[{~ Folders| &) Histo 5 (3 i€) | [~

Folders x || Name Size Type Date Modified

B Desktop
- @6

Ready 1.89 GB

C. Encrypted USB PSD Password Recovery

NOTES: Perform the following procedures on the computer you perform
encryption to the USB PSD.

) Insert the encrypted USB PSD into the computer.

) Select McAfee icon on Windows toolbar. Right-click the mouse and select

Manage Features > File and Removable Media Protection.

‘ | Incremental

= Use color from gradient

Manage Features 3

File and Removable Media Protection 1

v View Security Status... §
McAfee Agent Status Monitor... I

About... 1
1 B f‘_":'

Customize..,

omputer for
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1)

V)

V)

Select Recover media

'@ McAfee File and Removable Media Protection - x

@MCAfEE' File and Removable Media Protection

‘ e ‘ 5 Sl Write to file
L i Use the button to the right to write to file,

Authentication

> Recover Operating system +
= Installation information +

Available k +

> Create new key i

» Delete key Simple policies *

? Rename key Removable Media Policy *
Il i kEy

Fimpart by Optical Media Policy A

> Export keys

¥ Ricaver kv Location-based Protection policy +

> Change credentiol Cloud Sync Provider Policies =

Application-based Protection poficy *

: = ia
— = Exempted devices +
¥ Initialize media

» Recover media Blocked processes =

» Change credential sion exclusions +

= Key request exclusions +

> Create Optical Media

Password Policies +

Click “OK” to continue

McAfee Removable Media Protection *

o Your device has been recovered and you now have access to your data.

Type the new password twice and click “OK”".

Select new protection - [F\] *

Seta new password as the authentication factor. When changing
password, you will be subject to password quality rules,

(®) Authentication password

Password: | ssssssnnse |

Confirm: | ooooooooool |

Authentication certificate
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Vi) The encrypted USB PSD can now be used with the new password.

Mcifee Removable Media Protection >

o The change completed successfully

oK
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D. Change protection password for the USB PSD on a

Computer (Windows and Mac System) without DLP Data

Encryption Software

) Insert the encrypted USB PSD into the computer and type in the password in

the pop-up message box for authentication.

McAfee File and Removable Media Protection - Removable Media

W McAfee

An Intel Company

Authentication required for volume ADATA UFD (D:)

Password: |

Cancel | |Eorgotben Password

) If there is no pop-up message box appeared, start the DLP software client
manually by double click the executable file “MfeEERM.exe” on the USB PSD.

v ADATA UFD (D:) »
— s e————_~ygg |
Burn Mew folder

I A

MName

MchAfee Removable Media Protection.app
g, auterun.inf

L@J MfeEERM. exe

11
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1)) From the menu, click “Tools”> “Change authentication”.

) N

File Edit View | Tools | Help

Qsack © l"‘ Recover authentication... ‘ >3 X 1B
Fold ‘ Change authentication...

olders , ~
I Desktop

EN"] /MTEST (F)

V) Type the current password for verification.

McAfee Endpoint Encryption - [F\] n

McAfee Endpoint Encryption

McAfee’

Password: |eeeseees

OK Cancel
V) Type the new password twice and click “OK”.
Select new protection - [F:\] n

Please set a new password as the authentication mechanism. When
w changing the password you may be subject to password quality

rules.

(®) Authentication password
Password: 00000000

Repeat: 'ooooooloo

Authentication certificate

OK Cancel

12
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Vi) Click “OK” to complete.

McAfee Endpoint Encryption for Removable Media “

o The change completed successfully!

OK
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E. Change protection password for the USB PSD on a

Computer with DLP Data Encryption Software

1. Insert the encrypted USB PSD into the computer.

2. If you are not working on a DLP PC which you perform encryption to the USB
PSD, or if you are working on a DLP PC which you perform encryption to the
USB PSD but in different login profile, then it is required to type in password
to access the USB PSD.

3. Right click the McAfee Shield icon in the toolbar of Windows. Select
“Managed Features” -> “File and Removable Media Protection”.

‘ | Incremental

= Uz color from gradient
Update Security...

Quick Settings

File and Removable Media Protection 1

v View Security Status... y
McAfee Agent Status Monitor... I

About... 1
1= e i f‘_":'

Customize...

Manage Features 3

Scan Computer for

14
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4. Use the “Change credential” function to change the password of the
encrypted USB PSD.

'@ IMcAfee File and Removable Media Protection — x

@ McAfee File and Removable Media Protection

» Create new key
» Delete key

» Rename key

» Import keys

» Export keys

» Recover keys

> Change credential

Removable Media

¥ Initialize media

» Reco; dia
c: » Change credential ™y
T e,

Optical Media

Create Optical Medi
Create Cptical Media

5. A pop-up message box will appear for input of password. Input the current

password then click “OK”.

s vpion T

McAfee Endpoint Encryption

McAfee’

Password: >

6. A pop-up message box will appear after you input the correct password. Input

the new password and repeat to confirm. Click “OK” to proceed.

15
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seectew pectecicn - 0 v
i ]
| | Plaase set & new password as the suthentication mechanesm, When

changng the password you may be subject to password quality rules.

| conce |

7. A pop-up message will appear to confirm the completion of change.

. - I
Mhfee Endpoint Encryption for Removable Me... SSESS

e

1 I@ The change completed successfully!
|

- End -



